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Agenda

* Introduction

@ ENTERPRISE

* Why do | need models?
* Who needs modelling?
* Why do you need an architect?

* What Architectures are necessary — and what leads us to
Cloud Architecture?
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Why do | need models?

* |OT/Apps
 Safety/Security

* LOB

* Person Data, Credit Card,.... (e.g. EU GENERAL DATA PROTECTION
REGULATION)

@ ENTERPRISE

=» Standards =» State of the Art

Decides if you go to jail (if anybody dies or becomes insured) or
if you pay penalties...
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Who Needs Modeling?

Allianz AXA Swisscom

Concordia Commerzbank

Companies collecting, controlling
and managing information

* Insurance companies
e Telecommunication

companies
* Banks
* etc.

Daimler

VW BMW

Airbus Conti
Bosch

Siemens

Manufacturers
of embedded devices

Automotive
Healthcare

Defense

Railway

Customer Electronics
etc.

Software AG
SAP

Companies developing
application software

Web Applications
Mobile Applications
Desktop Applications
etc.
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't is all about industry standards

ENTERPRISE

«  Smart Grid (IEC TC57, CIM)

* E-Health (EHR,CDA,BRIDG, ISO 215)

* Geospatial (ISO/TC 211, CEN/TC 287, OGC)

*  Retail (ARTS UnifiedPQS)

*  Government (eDAIS)

* Automotive (AUTOSAR)

* Intelligent Transport Systems (DATEX Il)

*  Social Security (Medicaid InformationTechnology Architecture — MITA)
* E-Commerce (OASIS Unified Business Language)

*  Geology (GeoSciML, SoilML, WaterML)

* Biodiversity (European Distributed Institute of Taxonomy)

* Rail Transport (TRAX)

* EDI(ASC X12)

*  Financial Services Messaging (SWIFT/SEPA)

*  Ports (EFFORTS)

* Telecommunications (eTOM, eTAM, SID)

*  Object Management Group (UML, XMI, DDS, MPMN, UPDM etc)
e NIEM
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Enterprise Architect is a plattform

Model Driven Generation (MDG) Technology

Metamodel Transformation

‘ Profiles * Code Generation Templates
Patterns * Model Transform. Templates
Diagram Types
Toolboxes
Tagged Value Types
Task pages
Shape scripts- -

@ ENTERPRISE
ARCHITECT

Reports
* RTF Templates
Linked Document Templates

. * Model Views
. * Scripts * Searches
. * Workspace Layouts

DOOKS

Link

MDG Technologies
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Architecture

e Software, Systems Models for Design, Development

@ ENTERPRISE

* Deployment Models for Cloud Architecture
* Trust Models for Cyber Security
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Software, Systems

Software, Systems Modelling

Model Based Software/Systems Engineé '
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UML? Viele kennen nur das:

@ ENTERPRISE

uc Packagel /

Use Case2

Actorl
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Plan Software = UML

ENTERPRISE

Implementation
AT ceie Accelerometer ADC
+ADC - axisl:int=0 - adcBase: uint32_t
+ App «define» - axis2:int=0 - adcPeripheral: uint32_t
SR - APP_PI = 3.1415026535897... - axis3:int=0 + ADCOValues3]: uint32 t
=i - APP_SYSTICKS_PER_SEC = 1000 + onfigl: uint32_t = {ADC_CTL_CH8, A... - calXL:int=0
+ LightStrip A - angle: float = 0 - calX2:int=0
+ Millionenrad cuse» - rotationSpeed: float = 0 - calX3:int=0 Datatypes
+ WS2812Driver 0 + angleHistory: float [1..1000] = {0} ——‘;;”’> —— - = -~ ) + mtvaiue
e e
(] + Datatypes - rotationSpeedinit: uint8_t = ANGLE_HISTORY_COUNT gurePin(uint32_t, uint32_t, uint32_t): voi
B cceien e - lastUpdate: uint64_t = 0 «constructor»
[l + FsMm - adc: ADC - rotationHalted: bool = true + Initialize(uint32_t, uint32_t)
+BTN_LEFT - Ist LightStrip «define»
+BTN_RIGHT - variableWaitTime: uint32_t = 10 - ANGLE_HISTORY_COUNT = 1000 7 T
[ + Wait1oms - animationCycle: uint32_t - s
3 + Waitss - animationSwitchable: bool = truel, ~«use» «constructor» 7 -
e - winState: int + Init) «station
&=+ Time _ AU WS2812Driver
+ \ /
(from miL onenrad) +  IdleSlowBlink) \ + uintg t[1.1465]
«use» + ldleHeartbeat() \\ «atructs + transferinProgress: volatile bool = false
- + IdleFasiBlink) \ Datatypes + dmaControlTable[1024] _attibute__ ((aligned(1024))): unsigned char
q Dots() \ rgbvalue «define»
—a +adc +  IdleMomentum() \ . WS_BITS_00
o + driverlib/adc + HauptgewinnQ R <_ |- wsBiTs o1
S — + Hauptgewinn_2() G: Uity se»| - WS BITS 10 = 0xc8
+ Gewinn() N B: ulntsRy WS_BITS_11 = Oxcc
< + driverlib/interrupt + LeiderNein N - WS2812_RESET_LEN=50/2
—q *+ driverlib/pin_map + LeiderNein_2() N PR - WS2812_DMA_CH = UDMA_SEC_CHANNE..
< + driverlib/ssi «constructor» wuser cuser \\ - WS2812_DMABUF_LEN=120*3*4 +W.
—g *+ driverlib/sysctl + i) \ - WS2812_DMA_ASSIGN = UDMA_CH13_SSI2TX
o + diiverlibludma T usen - WS2812_SSI_BASE = SSI2_BASE
s \ Lightstrip \ - WS2812_SSI_PERIPH = SYSCTL_PERIPH_SSI2
CSAELTELT \ \ - WS2812_SSI_PORTPERIPH = SYSCTL_PERIPH_GPIOB
~g *inchw_ints «usey - lightCount: int8_t = 102 L -A— WS2812_SSI_PORTPIN = GPIO_PIN_7
g +inc/hw_memmap ‘ - brightness float = 0.2f \ - WS2812_GPIO_SSI = GPIO_PB7_SSI2TX
o RERT G +  ledRGBData: rgbValue [1..120 \ - WS2812_INT_SS| = INT_SSI2
\ - WS2812_DMA_TRANSSIZE = 1024
—a +inchw_types +  SetColorHSV(int, float, float, float) \
g +math +  SetColorRGB(int, uint8_t, uint8_t, uint8_t) \ + SSI2IRQHandler(
—¢ + stdbool «constructor \ i A Int
+ Init) \ + Color2PWM(uint8_t*, uint8_t): uint8_t*
=D St \\ + Update(rgbValue*, uint8_t, float): int
(frommiL Lionenrad) N NERIO(DVIA: vold
«station
y ESM | FSM::FSM
Signals - Fem
BTN_LEFT +FSM_STATE «extem
BTN RIGHT T - SystemTime: volatile unsigned long
«generated» + checkT M_STATE*, unsigned long, time_units): int
NOSIG + getTime(: unsigned lon
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Plan Software = State and Activity
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stm MainLogic /
Initialization

iy

\ WaitVariableTime /

WinState

Main
do / UpdatpAccelerometer
Standby \
GewinnAnzeige \ exit / ResetAnimationSwitchable
LeiderNein A RotationSpeedExit
tnitint
[me->animationSwitchable] H’<
History
[fabs(me->acc.rotationSpeed) > 0.25f]

[me->winState == LeidesNein]

WaitVariableTime ol
ILeiderNein()
BTN_RIGHT
7/ FollowMe
[me->acc rotationHalted]
[me->animationSwitchable]
A pv. Choice
ewiny [ tate == WaitVariableTime
BTN_LEFT IRotationFollowMe()
WaitvariableTime
IGewinn()
[me->winState == Hauptgewinn]
= false;
Hauptgewinn
[me->animationSwitchable]
DrehungBeendet
entry / DecideWinState

act Updateaxis_/

(—— adc: ADC

Activitylnitial

' e ‘GetSequenceData

Update Axis Values
Update Angle

target

[me->lastUpdate 1= FSM_getTime()]

Write new
value to
running

v erage filter

UpdateAxis

APP_PI]

Fix for crossing zero angle.

[fabs(angleDiff) < 0.51]

Add angle diff to total
ngleniff

[me->rotationSpeedinit]

Decrement initialization
counter

Calculate rotation speed

Set next angle

Update
timestamp

index
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UML! Ist aber viel mehr...

ENTERPRISE

custom Requirements /

CalculateBounds Requirement2

=== GuessingGame

«trace» %\

~
(@, @) N

«trace»s
~

lowerBound: int
number: int
numberOfGuesses: int
randomNumber: int
upperBound: int

+ + + + +

Requirement1 GetRandomNumber(): void
ResetBounds(): void
ShowBounds(): void
ShowGameAdvice(): void
ShowGuessTooHigh(): void
ShowGuessToolow(): void
ShowSuccessMessage(): void

ShowWelcomeMessage(): void

<_ ______

«trace»

+ + + + + + + +

«An operation that initializes an...
+ init(int, int): void
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Use Case

* Use Case to Requirement N:M

@ ENTERPRISE

SIPARX

SYSTEMS
Central Europe




Model and View

* In case of graphical languages, it has to be distinguished between the model and various views

@ ENTERPRISE

* Aview is a projection of a model that shows it from a specific perspective or position and omits
objects that are not relevant for this perspective.

View/
Diagram

User Model-Repository (e.g. database)
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Traceability in EA

ENTERPRISE

Traceability =
. z |zl2l2] =] ~[2] 2| T[R]
E 'E' g“ =)@ withdraw Money
E § % g + |2 E El B-v Iem:tljts
® CO nn ECtO rs ' E = § g E E r_gu N zzoclln::as;gage
L'E' = E E % 3 f:cﬂ E duration of money wd.
 Different Traceability Views SIB|E (5|25 |2 |5]| o3 intlombons
load cellular 1 Q perform Authentification
 Relationship-Matrix oad chip T T T8 Gtomer
perform Authentification i a____"cnzedngthw;wim
print receipt i -3 Pefomance Test "withdraw money™
support Materials 1 T
¥[%] [t] |3
Project Management *
BEHRXe BE
Resource Raole Resource: | Dietmar Steinpichler = | Completed (3G): . 10 . > Allocated Time: ' 1,000000
Role: Business Analyst - | Expected Time: . 0 . Time Expended: 0
Franz Maer Project Marger Start Date: :11. 10,2010 : End Date: 20,10.2010 - .

Description | Histary

B 7T UMY == @%@

Finish the specification and get signature for this LIC!

1 | [T | i

4 4 ¥ M %*Resource Allocation 4 Effert 4 Risks Metrics
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Cloud Architecture

Deployment Modelling

SIrPARX \
SYSTEMS
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cmp Couchbase on AWS/

NAT
gateway
Couchbase
Server

Couchbase Sync
Gateway

Elastic Load
Balancing
T
{

NAT
gateway
Couchbase
Server

Public subnet
Couchbase Sync
Gateway

Av ailability zone 1

S

A
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cmp Sensor stream ingest and processing /

ENTERPRISE

Constrained Standard Devices

Devices Non-TCP HTTPS
e.g. BLE

Storage

Cloud Storage

Cloud Datastore

Application & Presentation

Ingest Pipeline (Cloud Bigtable

Cloud Pub/Sub . CIoud Dataflow -
N

— > Monitoring Analytics

y
af:fu

@
App Engine

E

>

Container Engine

—>| I

Gateway Cloud Dataflow ICompute Engine

E Logging

v

BERRA
|

Big Query

=i f Lol

Cloud Dataproc

v

Cloud Datalab
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Azure

Central Europe

class Al and ML Service Color

v

Batch Al
«lmage»

<

Genomics Accounts
«Image»

Cognitive Services
«Ilmage»
Bot Services

«Image»
Machine Learning

Machine Learning «InBigeho Web Service
«Irbggeice Workspaces Plans

ENTERPRISE



Cyber Security

Threat Modelling
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LieberLieber@AITegﬁs-HANNOwOSGwUTE

TOMORROW TODAY

THREATGET (THREAT MODELLING FOR CYBER SECURITY)

www.threatget.com
SS S S S S
l ey



http://www.threatget.com/

ThreatGet - Threat Analysis and Risk Management

Domain knowledge Cybersecurity expertise

Ertete. T e Auimacsedh Yot e Bootomeces o oot o Ao ~F , : ‘@

7

GET THREATGET

SYSTEMS Results Report Results Report

Central Europe
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Benefits

J

threat
analysis based on
current threat
intelligence

from
threats to requirements

process,
integrated with model-
based engineering

https://www.threatget.com/

_BFFE ([
Joint Undertaking

= Federal Ministry
Republic of Austria
Transport, Innovation
and Technology



https://www.threatget.com/

Contact

@ ENTERPRISE

...Peter Lieber...
...You will find me on-the-line...
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